aws TW" Notes 2020 AGSAA
e . Neal D

[z PREREQUISITES
(] The Exam Blueprint

The wuam wcludes éfim,{ms o be ctns:wmd Withwr (30 piys .
To puis , score 2 120 owtof 000 prunks.

I Multiple chotce = ome. right answer from four optims

2. Multiple resporses : tuw o7 mare. COmect: answess from fise ar mare gfia,

Note thet there can be mulbifle comect answer bba'ébu. st
elect the apsuier that best fits the scehane, €. MAT sewure,
MsT cost - efective , LEAST complex, efe.

1 Demans@ (7%&312/(4

Domgin 1. Desgn reshint architectures Bofe)

9 Pu)xgn a hdti-tier ardutecture seutuom

° Deugn o highly awodlable aed [or fand ~tolrat orchitectuce .
( Aazon Elastic Load Balarcirg, Amazon Routz 3, Awecon RS
Read Replacas Mg -A2.)

0 .DLSi?’h m@wj mechamisms (Amazon 505, Amazom SWF)

* Chovse sppropnate  resilies stovage ( Amazon EBS, Infoac Sore,
At EFS, Awaaon $3, ad Ahazen FSx)

Doman 2 . Dbﬁ?v\ Wﬂh'P"’ﬁ’Wﬁ weitectire (23%)
X 1dwﬁ'fy dastic pad scalable ¢ solutun (ECJMSmLJ'H)
° Seleet M?A'TMM Stotarg- ;i'ngz/dafﬂbafu selmTiom
(stomge soluction Lice DOB, 53, ete.  cachuny layer ke
Arazon HasticCache , 7imazon %WB PAX , Amazen Cémtﬁ)

°  Select W'Wrw networking solutuon

Domans. Degian secwe applications and archilectures (2492
Desgn seawre actess to AWS Fesowrces. (users , groups, aad
roles im  AWS IAM , Whidh Services can ke pweli —factor
authent; cation (IMFA) |, AWS Directory Serices )

> Design secure application tiers. (Amuzon EC2 instance deploy
optuons , At Awazon VPC configurations 5 DDoS wirtigation |
with ijﬁm&dmj, Amizon Cloudfront , Amazon Rmte_(’;,;
Manitor apd hﬁiv with Awmozon CloudWatch end AUPS
Coud Trail 5 Renetration testing vith AWS cloud ; conliance
programs, et.)

o Select appromate  dota Suwrrgf opteoms

( Amazm VPC , AWS kmS, Aws Cloud HSM , AWS 1AM,
Amazon Cﬂ\gm-bo , and AWS Directory Services)

Domaun & Design cest-optinized arclitecture  (1§%)
© ldurtfy ot efective ampute services. (EC2 spot/ resorved /on-dow)
0 lo'm’ﬁfy wri"-%fcct@e s:[‘vmja and datapase  solurtagns.
0 DES»‘tgn cost-optimized network erchtectues (Ameon ClovdFront)



(H2) CompuTte

[H5] Amazon EC2

AWS are tmwﬁwﬂj T oa vCPU baxed, rather than {ngtance
based . Limit.

&‘j s are wied o scure comectimn o EC2 quna,;
. A'kl;ﬂ;)h‘f conckaias. o rubbfc }(g\/f AWS stoes, and o private k‘ﬂ
that You SAorE . . .
ﬁﬁtw;ndfw; Arkls, the privite key file B 36WWW
 aed 1o log ei> Your koot mstonce . Whale for [unwx Amlc,

ﬁt?hvmk'gﬁh ,;,,ﬁrm SSH .

Mot data ahd Wser datn : . ‘ .
o Moadgta 4 the dota aboud Yaur "Wlﬁ'ﬂﬂ‘“ Cohf'?maﬁm ‘
o Wor data «» £ 1hKE Scrir‘t You can 'pmmde T run When m"{"ﬂf

an mstanie.

Biu.img and PW‘M\W?‘
[. On-demand : boanch
-] P -fg'r ’wwr_; Mu.f Mﬁt;‘m oAy g
o ﬁa for audo-scabing groups e
o Gud for dev /et

2. Reserved -

* Bchose EC2 ingtances i advance for 3% ~ bofo discounts
COMPATt vith on-domwndd wnstom e
- Nada&mﬁof(or %yws.

° RIS ore pyy Tor deady state wokloads ard predictble wiage.
2 Cmns:.ul%orveclinmmuanﬁw.AW.fm aLs .

5. Spot -
Pt nstoncs et you tuke advantage of ynused Eco Capatities
W AWS cloud , with a V% dis count. wmfawy With on-dumarel .
* Conbe tormingted at ong tane vith o -min interruption nobice .
> Gwdfir atelest . foutk-tderant, , or flaxie applications. :
? Now pricing modol.: pric.is. deteessined by long teom trend n
Wmd demand for 2 spore apacity.

Awezon Macking Images (AM1) Provides iﬂ:ﬁrrma&&n nz?m'ud o
launch an ngtance. An AMT includes

e Aw{ahﬁr the root tfomof 'ﬁam’f{u& Cc.g, oS, qubcat‘wn
Server , and aﬁumm)

o Launch ’Pum;mg o which AWS accoudt can use the Aml.

> A Heck dewice Mapping. Yo specfy the volbdmes to atfach 4 E2.
o EBS (Elaste Block Sore) . BBs maf,sf‘eh reside on $3.
o Instonce stoe. Mg hot- persistet that will e lost once the

anstone s shut down. Al pses 53 wdwﬂgw?



1P Add pesses for E& _
Moved) hetween mnstants: ‘ . .
ngdszg-, E{;z:inffw comes wrl?ﬂ a?nmteJPa.mWﬁ

/PJ,H,(:L 1P addfesses that can be

EN1 vs. ENA vs. EFA ‘ T
N1 (Elastic Netwwk Jaterface) 4 a basic logical Wering

| caw?omjmaVPC %wmfmw‘sa Virtusl network card, ¥

Corckpas : |
o A Wm}y ?dwjtp_ IPUZ}- acldms 'ﬁﬂm yM" UPC IPVZP Wﬁ& H
o (he or mate secondacy 1Pvé addeesses. |

° O public 1Pv% adelress

o (pg er more IPUé “"er’“m'

o (e or mure seounty Groups .

o A MAC address .

o A soura /dustinetion choek f{aj
¢ A dam‘pffm

. ENA (Elashe Netwic Adafw) 1 used -ﬁ;r tnbanced ndwmkb?.

ENA should be onsidered «'f gom'pad@f per-secondh ru:tz oppears
1o have reached s wng AWS currestly - supports Hhas [ff

uuknﬂ SR - 10V.

o

+ EFA (Elatic fabric. Adapter) s on s Bustic: Netuak Adter

CENA) with added Capabilities

° EFA suﬁoﬂ[’; an»imfmfmd‘ Actess moded leiwnéy called 0OS
bj?ﬂ.&s. %

° Thas meded allmps the aﬁlim‘&}m ( mayt amhéf %nmg/! Some
vier = Spoce middle ware ) aecess the network witerfae withost
hM}“ﬂ'b) qet The oﬁamﬁ}yﬂ wwlved with each mwy&

® M-ﬁ\ EFA, Hfg]l ﬁrﬁa—mm\a Cwufumv (HpPc) Wm‘ﬁ}u
Wmﬂ the M{ﬁagc Pcur«ing lﬁtwfuce (MP1 , MPL 15 andther
mechanism /?ﬁiiowply cam]oarfr? with Apehs- Spark.) and
Maching [o wing pplications wsvy  NVIDIA CGoflective
- Commund catoomy L:‘brmjr (Neer) can seale o thousands
"f CPUs or GPUs.

ENL Vs ENA VS EFA

© When o we ENT : This s the bap}cdafrbr’tyfe can b2 ysed with
all anstance Bpes.

° Whents usefNA:  Good o use cases the require /ujhm« bandiicl th
and ower vcter -instanc latency. Support for Uimited <nitance
"ﬂyfled CHVM 0"-‘3). '

o [Whents we EFA: For hak prformanc anfﬂfﬁg , MP1 oand
ML wse cases, couplecl applicatims , and can also ke
wsed With all 4nstonce 'B:ﬂzes, like ENI.




EC2 muygratior . _

M lmfo'r*/éx?v"t’ 16 ol for prigniting K2 instones 15
VMiore , Microf€ or XEN VMs. 14 can olso myrate the dher
Wy wround.

A Soner Migration Servie (SPS) 6 an agont ~dusy orvice
whach makes & easter m{fnﬁf‘ to mignets Hhous ands of
ah~Tﬂ'Mvisu workloads 4o AWS.

High Auailability ‘W’W for computs

Hoizm’cai/fg Secalafle archateehures 0r€ presforred pecause rik
can be spread across madtiple shallor machinss V.s. ome large
Mackine .

st b manully enbled o persist Yout data afar torminatig on
EC2 anstance .

EBS veumes do not need 1o be atiached o 2n anstance.

Intance SAore

Indtance %fm ?mu?du tzm?ara«rj (m~f:9r;1'ytw1’ ) block-Llevel )fmf
'{W\t{MWU. You can Ifiufy min stre Velumes fv'm’m
hstane. only whon Yon lawnch %,

This s god option when You nued very ﬁc;gfl perfornance //amzaj
bﬂ'gmdm} need the data To persi st b yarr riltime

Resorved nstoancis are the oy way o emsure the yeouns
mWMMMWWWM%U

Audo sealung + Elaitle Load BaAmr_»‘n; tvp:wbba tomled
recovery as well a8 mawitining  poamnim, vhslanies.

Roata £ also proides ™ slf-healing " by redicting Breffics.
Amazen EBS

EBS shands for Elastic Block Store , £BS volumes are notwork
atlached dmage Tt can be aftached o EC2 Ansfances .

EBS wlume ditu purt indepondontly of the Ufe of anitenc
Bt ndte that by dufuutt, rmination rotection ‘s Surned off and

| -

Tmandtes | or you can take adwantage of fuuut=talerant
T Al s

Exam T ¢ Lotk mwa Qs that meilum  destrmted o /tfﬁcaz‘a{
databages that ned Ugfx 1/0. X 14 glo cott- eﬁuﬁ&)@ as wstamee
store. cost 48 mcluded w the Anstance changes v Ajuafjw thom EBS.

EBS vs. Indance Store

EBS~bndked means the wat wlume 45 an EBS yolung and stirge
U prastent.

Ipstance— tove ~backed means the rost vdums 15 an dstunie siore
whawe and stomge 46 not -perdiitent.

Inttance store wlumes cannet b detached / reatlached.

By defuukt . bath volumes Wil be deloted on Burmination unles

Yyou mﬁmeo( otherwise .

)
i




o

14

olthrugh save 4 wcromental,
EBS snnffkd W desigued 10 The &
that with deletion, Yo Jwst need
o ot the latest snapshrl .
Swf shets
Snapshets capture a W-in-t{m state of an nstanee .

se cases:

4 wabacku]oﬂb'mﬁ I\}oﬁtlm;fgm,ffufrwvm snapshots
HM@W‘

. Shore datased with ather Uders or accounts.

2. Mgra:l‘i W‘tzamwAzav"W -

4 . Consert an unencrypled vlume o on ercrypled one.

Elostic Load Bw(a/ncinj

Elatic Laﬂol Balaflc*ﬂd M(ﬁmactﬂaduf et distnbuitas ‘MCOW*
WWW Traj‘llcacmg yyw‘,l(y,f& pfj\j’
lamners , amd 1P addrses .

S as FC2 VVJE?M.A £,

Threc aﬁ% oF EB on AWS:

Cld, camlc Load Balancer The oldest, 44 ﬁx_w +2 be /Jf,ff, A
proades bith lger 4 and lmger 7 load 4 ,,(mmfhwm,'-,,m

ALR Jppﬁ.‘a‘i&ﬂo Load Bq,{am.u' g J:(ﬁ/r [ at Hrp /HTTPS pritocals.
N, netunk Load Badancor = loger e ot Tep s/ upp/ huop

> MMMMMS% Mﬁmwm’amwcwﬁudf .
p speafie (walike £BS which 6 A2 specific) =y
Encryptfn o-f EBS

Expect the Same 1PS performonces anmayﬁedma‘um;a%fm
Volumes,

51th kzgcanbc&fdx&rﬁmdefw(f KMS , o KMS CMK
which wses AES- 286 cﬂ&'wﬁm algﬂﬁw .
M@Mmdifa#wﬂyof:}w?nj the enorypton SUls of 2
Vrlume.

Tou cannat c/wmjz. the CM/'Ckz:z/ that ubed 1o eﬁaa;,afa volume.

RALD © con be used to wmorease  10PS

RAID 0 =0 striping — witeasd perfiemante, wo rzdunda«na?

RALD | = | marrorind = with m{mdanb?, ho increare for Wmn&
RALD Jo = jo ambined of | and 0., it e ot of distritncted duds.

EBS plimized £C2 4 onsthur WY Sf incieasing  perfrnance,

Only IW#W"‘?—mbzemHzAer ELB.

Route $3 com ke wkdﬁrh%p oad&a,lw’? with ELB mstinces
WWF(WUJ\W

ELB< canm be M‘ﬁ@g (meid\?dﬁowntx) o waternal

-eﬁ-mthd Cancciite with frriva/tb subned).

ELB fowerds traffic 4o eshd (primasy 1P addrew )

EB does not suppot dunt crtrficite suthonts catom (AL Gutsurayy
does support Hhas).




ELD Seaurrity Grvgs . e (] AWS/%%SCWg
° SWWWMM 'HQ’POJ-TI and MWMCM reach e

frot-end bisteness. 2 AWS Adto Sealing. - paonitor s your applicatums ond avctormtically
® You rmuct assign a SLLanty group f‘-" The pobs and 7’0"(3&16 on the : a"fj“‘h C"f“"f/y o maintan steady /ﬂrzo{:cfab[,z Puﬁwnaan_ ot e
frovtend listeacr. ) lvoest possable. cost |
2 %MMJMWW?MWW%WﬁrWMde(?W -
and back-end Ugteners. E Als Mgmbrg refess to a coﬂedm afﬂwfo fcw(xxg ayxzm:w
| wrows seesvdl AWS W w
Distributed  Denial of Serue (DPoS) -protechion with ELB : ~° Amezon E€2 (Known a5 Awozom EczAw'm =Scalieg D
o BB qutyretically distribdes incoming opphcation tnfficsp mlliple T Amazon ECS [including seriice au-scaling and the nsas comivg cluster
b, Such ot EC2, contauneds , and 1P addreses. — adto-Soling by Copacity (hovider)
. %&zﬂ@hm7%WMWJW DPoS atfucks | —ﬁﬂm¥DgMMJDB_UALJAd R >ca(m7)
cuch a5 UDP and SYN flads are net able B reach EQ nitenty. ~° Awmazon Aurora .
% E%daovfwaag&?o%'fmwjmdmwa@am -
of defence otwesh the wtirmt and your backend . — Pwdo-scaling provides  horizomtal scaling s sle-oat) for youe
-~ itanes. Ad it wll Ty B ditnbde B2 instunces auenly
Tacget grmps. I across Als.
o Target s o2 a logacal ety (EQ winnies or ECSE .
WWJPmﬁu) [074 W &f = e Auts Sca.b?rg éi-m?;s (ASG) w & bgﬂc.cl mfn‘@ af B2
Targek growps ore a n‘z?«:oml congtruct & hstances managed by an awdh - mluﬂ ?obag
You cannet ynax d}fbfhﬂ‘ I‘Af;’es with <m a ‘(244:7&1“ g, S
A Fowr scaling eptaoms -
@H—'@B—— @’?‘”’za B . Mowten — J "“P Lfacaf‘c. o7 JYam DAY ikt ryfwﬂ‘anuz
__@@1-——-— @ @ ] 2 Mamwel — Wed MAKIMUM, WAA LM, 0T Agﬁw
(q,?;-@.-,wr -~ 5. Scheduled — f o howe a ]ﬂulﬁ(;ﬁ/e and W’fﬁ*ﬂ

4. Dyamic — sf_au based o real <t metricg (3. CludWlateh matics)




I
2.

sl eyt

Target Tmcking Bﬁcﬂ ke g Sfxa"f‘o matric and scale m%
Simle Sealing H)Lfaa © wout il health chauk and cool dewn peried
expires Aq‘vrt m,cmmg. AWS recommend, sthers aver g,

- Shp Saaling Policy + tmack seuerml meTiis /alorms . scoling by steps

Sealing bued on Amazon S8R5 . We can emit methcs fmn s@s (3-‘?.
Agproxinate NamberOf Msrages " for mussages [ trafic tum ) and. e

ngd'fmmff P’G{ff o step scatw'? ?réz\y ?Gr m'baﬁ\?‘

1 wing an BB I best b0 enelle B heskh chicks sthirwie

Ec2 chitw Checks may _confict with ELB ;fﬁglmm,audd_mw«j

wtancey wfu,e;fcdiff.
Amazen ECS
Amazom Hlastec Cotamer Seruce

Yo to m}lf/ rm afpﬁc{&-lm on @ Vr’maju{ uwster Jf Amazn EC2

wnsTances

Amgzen ECS elimingts the nped *ﬁrgau to wmstuld ) openite, and Scale

H&W‘ oWn Cluster MMajwmm’f' vq‘m

There 4 ho addrtamal Jauye f;’r‘ SAmeom ECS.

%ﬂ:fr‘b decker cortumers and albows

(-1

4

o

(]

X % ’rﬂs&}btt t o%odde a service on Amazon ECS o an Aﬁo&'m
Load Balarcer (ALB) fir #he Elastic Load Balancing (ELB) Srice.

ECS also has Blox , a collection af Pen Lok ?Mjem for Ccontanper
manﬁj@mw# aznd MWme'fa‘m. Blox makes JE C:u‘ff“ﬁ) con syme g’
from s, store the cluster stz boailly, and ?;uy the load darz

m’ﬁumaé APLs.

EcS ps. EKs

BKS stands o Hlustic. Conttampr Sersce for Cubernetes , yihich
Cam be wied s M@» tarage, and sele ontwnunzed apps
W’?-&Mnﬂk o AU I B B
EcS dx.f-‘w “taks " while Ek< defings Y Bds”
ECS lverges cther AWS sorvias ke ELB , Rodte 4, and Cloudbidn
whle EES handles thse Mtcmaug.

BCS i luss entonsinle, vkt Kubernddes o highly Scalble ad
has any 3P /(;mnwty add-ony .

Lamch’fwu : EQ or Fawa:&.

Amozm EC2 laanch ype 3&4 Yo mare codtrely over urfrastracturc.
Amazo, Far\rfovta, is & flly mangged vt uie for ECS that
fakes care of ALB, Rode$), andl fm—;ws‘rgﬁ» You.

Amazm Faryete anfﬁ supports. cotauner mages tnred on Hastic
Codainer A%ﬁ? (ER) or Docker Hub.




EC2 Tyrms

Cluster : Lo?ia,l W:Aﬂ rf ECQ2 ansfances.
Cortainer Instances :  EC2 anstane puming the £CS agent

Ta@{(D&fthﬂm : BM?ﬁde,ucrib& how o dotker cottrmer

sholld launch .

Tk : A nwn/irg confoiner w«irj m&.ngg wn a Tk kﬁm
Servie : Desfrne rnm»‘.nﬂ tusks = con okl tsk count wth
freto Scaling 2ad sttach sn ELY.

Jma\qu + Cofin +he wisthuctions fo- cieating a Dacker cottainer .
Jmag&s are stored w a rafi:fnd. ¢g Dacker b, ECR .
Cordaaner Ageit - Allw contamer instens B comedt to the cAuwster,

- [ AWS Llambda

AWS Lambda lefs You run code au ]‘w‘,b@u Withait~ 'ffwipf'min{)z
or Mcmaq}ng services.  Semverlys ;zﬁgimm" are :mfaxed of
ﬁmaﬁbm ‘Ifriggmo( /{11&1&113

ANS Lambda allocattes CPU -paser /”DP”W"“’ +o e emary
W ’?‘“‘f& W"y the Jame itio a5 a \7&116/‘&{ pm,wﬁ, ECQ inufane

The Comporneets of ANS L pmpda arc -
A Lambda -ﬁmcﬁm

£CS Aw(’o~5cd2h5
Senice Awto SCaUH?-' This s simalar with EC2 Auto Scaling that
Yow can wie Torget dea‘uJ Sca.bidg Colicses , Hep Scaling Bola es
aagwf' E2 or cofainers.

. Cluiter futo ScaUAﬂ-' This 34 new feature released wm Dec 2417 .

1t wses o ECS resovwrce type caldes] Ca’baal Povidder”. A Cafaa\ﬁj :
your ASG outomaticoly

Wouder 1 associated with A5G , and can sc

my Wseg 2 A features of ot

a) Maﬂdged fcalrl"'? , With an auto ~feated .sca,unﬂ Fo&cgwﬁ%ﬁf"
‘b?‘adc}uj a raw aato-cpeated pubric called O,mm& Browder
Reservation ' and scales A5G Mmﬁmﬂ#.

b) M:lmfed Instance termination Profectum, wihdh fmd‘ coitainer -
mare WL;MM of anstancs The ASG Whea scale-in W'

EuMchw,.,,e,-g.,W;,Jas, hf]cmwﬂ% ootz , e
Unwnstream Resources.

Z—og?i"um;,

Lambden -functio 7mruiabz s 971[\(1 B a Hr\tjvia VEC. ftf rm,m/‘;k
Subagty are »pzu‘f»‘cd' tﬁg rasT be tn the same VPC .

AWS SAM = AW, Serverluss Application podel s a spedi it

thet prum'bfo The rudes ﬁﬂ (/Afwwr"? serveriess jﬁ{:’\q'fﬂu‘g’n P
AW,

Lombda @ El\qﬁ allaws W.«t’f@ PN codes fﬂ&i«ﬂg Withnt T)T‘xfid‘ﬂlﬂbf\ﬂ?
M tanaging the seryers, n,xfml«rﬂ t end wsers @t The bt
hedjyari< &Tmu{f/ bgt memtf‘/lg l'- iy an AWS lacations close s Uils.

e ———————————————————




A read o waites ol cligts

STORAGE B sttt Larbortis s &
X»,angwanAWSwa'ﬁ\JunbaM'hhﬁd wﬁrmw e nuer il .
optimize fﬁrfmmmce vsuw with Lambda a,,,,f.mm; (21 Amazn S3
HA1 AWs Elic Beanstalk * filu can be fron D%bf?&
t The locgent ofject that can be uploaded wn & sugle puct 25 68
AlS Elastic Beanstalk allows dovelepers o pload opphmﬁm ond ° Dbt > §ilw MB 2 e mukti-parts wpload.
it handles the deplogment dotoils of capacity povisiomiag , fud o gt pddles o an ofject pre mm *when  resding an updited
bafmang Am?u-_;cal.yﬁ , ond app bhcatuwm health !Vwmmg . agm‘ o aﬁwrjﬁr The newone o Jhe D[o(ﬂﬁﬁ butt nwe/‘apm‘zd
] u’bo(aiea( e /
Considered a &:@MMLE&_S) solution. * Ao provide E’ﬂﬁw;t&,w_@ﬂ%‘\fﬂ NEW object PAT.
: o provide evertually comsistency for overwite PAT /OELETE
o Allows M_m#wdx%zy_mm#mm_w‘ (means toke e to propagate).

additwnal charge for Elastic Beanstalls
For read nlensive uests . wie Clovd front gdge batons to

offoadd From $3. (trinsfer acceleratin)

St:m?a tfﬁm
L Persistent data storage (53, Glacier | EBS, £FS) : Dt is

darable and sticks around aﬂu‘ rehoots |, restarts |, or W W

2. Tansient Dita strrage (SNS, SQs) : Data s Jwt Wanmly
stored and pased cvlmj‘b ansther process a5 end ?pa;(

A, E?Ww( Datan ;bnye (EQ2 JWCMC& W,MMQ)
Dat s lost when the siystom < W



; A 53 st Prectices.
535 buckets l. Seake hﬁﬁzﬂ}'\’fnuﬂ !,y 155 s def{,a concumeal reqluests instead of
* Nete that $3 dses not provide a hierarchy of objects ; (,L&v?h riust of a lurge ijzz Chusligle poct phocesing,)
' But You Can wse an object key reme to marac. folders . %

" Why? Netp that $3 0 nota "fle systen”, it 4o & sorge for Dyeok” 2. We bybi-rnge fetohes

Y _ \ with aﬁmm‘uz ﬁ,nmf' _
5 & universal ramac so mame of hucket must be W%M 2, Retiy mfmt;\ﬁv Wncg-;ewmuc apps.

53 ﬂ?mge Claves . 7 stil have r'zdmd.wo#,dmﬂﬁ&;r»bi«n the same Az
* $) Aandard 5 o $3 shandad -1A 3 S standard Ongzme 1A
" 55 letelligest Tiering . 4. Conbine S} with EC2 n the some AW/ Rgan. ($3 gobal Pucket
° <3 ;% 5 Sh Glagier D%ﬁrdwe 2 hove-(ewed retrieval daes net mean the some /A?Cency me ary ALocalion onthe eavth ! Yom
o _Aareny - e glhard mfd'm,um aﬁ«tdxj buikets).
<% wjufmb wild - card .
5 Use Amazon S.} Tmh)fier Accelaraton (ak.a. Clovl Frot e.(je
3 4 we fo- statie webfwfhﬂj location ) 5 W?wﬁm Wncgwﬂ@@fmw. (o2a be seen
o cpanst wie dynansc itent , €.d. PHP, Net ® & further provemsT . tim &),
o Db st wﬁgﬁﬁ' HrTPs /st
Pre-signed URLs. _ Bl Glacter
o can we iT T 'pmida tomprrary actess . Nohexd of AWS oredunctials
o expiration date + fume puurl be specifled . Glucier wled s synchemaus, whle. deanlbad i asychrorous.

o b cithur dovnloading o7 uplocching.

Downlgad process : @ Send reguest of reticosl ; @ 3 eopy dita TC’"'

Standird 1A V5. One-Zone 1A 53+ one-zone b cheaper with lower paiar © 53 Dt 2ne 375 O <5 sends SUS mesage e b A
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[H2] AWS DATABASE
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EtZJ Amizar FSx
| (A3l Amazon RDS

Ao Fi provides ﬁl(f/ jnanaged ﬁv‘}‘o‘-m (3P) fle s,

L. Amaeon Fix for Windawis File Sm_”ﬁ“ Windows- based applicatinns. Amaa Relatimpl Data Service (R0S) s a munaged semice #hat-
2. [ Anazon FSx for Luste o compicing - inkensise oppléactioms , includliyy —mukes K ey B sek up, opersty, and scale o relatianal detnps

| v HPC: High- &-rﬁrhwi?« Computiog; B An cleud.

o ML: Madune /chww\f; (H'I‘gk fhmgﬁpaﬁwrdfei{qf GB/s 5 pllim 1%

| BA Elatmic Deggn Addopution. OLTP type of detabase . OLTP = Ohline TranaacZim processs

e : b e Ll Comiparing with. OLAP : Ohline b s ,e..QZZq{.

= VB protacal full §uﬁm¢; (SmrMuuyzr%d( hﬁdbj software defod data rtor PDC)) WW a1 ?

" Wiadews NTFS : NT File System 0% mﬁmﬁ
. L,Mfszt_&t)@fbimctwy_@rﬁgmm_-_ * Amiam Awror

; IR
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ROS uics EBS o shomge, so you have 3 storage types selectudle
@ Gragral Rurpoe ($SD) 5 © Provisioned  1oPs (s5p) E@M@Mt&._
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k. D tmprie. yeur disaster recovery posture ;
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o thatt Wafc statz . 3. Globad detabase: a ;Mg!& Futora database Spons acrsss fm«,ﬁtaf(,a

& Cannot b wed for PITR.. h /'megf?m;-

L Mubbi-wester: saly ot wiifp pecfrmanc 2css_nunbiigle AZs.
AWS Database. Wagraction Service (M ”—MFLW“%”ILWW' with vead fler ke consitency.. )
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SCT s waed for lager, mare armf(m dotasdt hke data werchonse . ~ Auom Icaﬁngl allows you e hardle sudden ~amoreases c&rmmﬁﬁv‘%
L choma conpersion tool. « o wirlload .
Amazon Auwrra allows PITR (rety That ROS dbgsnt ) I also hys
(H2] Amazn  Awrer actonted fackups that Yo can erable.
Amaon Awnora i oo velatumal dadabase Sorvice that compines the Nrte that yas can nat  restoe Afron a DB }m'bslpf Wb o w},ﬁz%
speed - awdlabilisy of high-end commurcial dutabasis with the ﬂ/u/liwﬁg DB wistances. ’

and ot~ effective negy cf open SOULL dotubase. @Rﬂff«%@‘éw




@ Amazan Dy namoDbB>

Dynmﬂ}u*mtzymtwf UJ%MHW oh EMR. You oon: s
. ° Qw‘:’ DjmeDB um?z] HveQl (a S9L bke [a/n?naje)
Amazen Dg.mmaDB aa-ﬁw},mged NoSQL datebase service that — ° C"K‘[‘{‘mm HOES and v versa.

Twuic{u *ﬁu-'ﬁ and P‘rzalicfoﬂt. ?or-ﬁma,n@_ with oomlpss SCAIJI'% e P/ffﬂm Jow v,ruatwm en @mmeb/é tables.

PynamoDl « sohema-loss. Dyrwm% Global Tables : o fully nwﬂjw( solvtion ﬁv@[t}ug a
Multicregum , Inalti- Iagter:, active -axtive datatase
Two read medes : - A

Wﬁbfauaawmnafmwm ca tableg

repli ,
Euﬁ;zﬁ cmsigtont reads (Defould) mmﬁzm&drm%m? 'Awﬂaca%(zﬁﬂwga%w%%kﬂw‘mhmf&mms

The result of a rzowt writes. the same. st of- data. asyncheomouly.  Not one regan com only hve
2. %wglgcmh‘s‘-wd*mddd heturns o sesudt thet reflect gll writes ai'mmflref:l«ca

_ thet receuwed a sugees respomse ?rwfb he. read.

. & DynamadB doosnt support strongly comsistent read acesss regioms.
/or}frylx-rw'ruls maKimum 122 15 4op KB. R
& HA optuons for databases
Two findg of secomelacy wndpxes - ¥ DytamopB sver RDS
L Gilobul Secondary Index i indsx with a-psetilim keg and sort U Aurma gver other RDS

key that can be difereat with there on table. JMM;UAZQM for strong comvistenyy , thouph only | moster tuble
2, Lpead fcamlwy A mdex thet AMW}WPWHEM 3 W a{?mh;rdmwmfﬁm 70 apact to parfrmans
by bt o difetent st kag. ‘?fllw;h-Az no;
v Rafhc«nm uabsoanzplfm ﬁwwghnommg wnwfeﬂbg,t
Amazm Dynare B Accolerstor (DAX) : i mep

cacht W/B V Ha databmum m a B2, ymmdtzdwﬁn tﬁ@jo
> Yow an apply on IAM tle ts DA heds J f "3 M{[

- Yaucana,flgm Growps the DAX nodes,
o DJanB X gt »?r#m Yo vec .
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Amzon ElastieCache % a fully managed MPLU'MM of two Amazon Reddift 14 a M? managed data wordhopse it mabe B

ppular - memory deda stpres - Redis and Memcached. 7 sf%w oost- effec tuge o analyee. oll your Ak WA? S8 andl
Pl
Hasticcage E2 nodes camnst be accessed +rom the Interndt, por
tan be acceped @ EC2 wmstances in dthor WCs ., dedm{e s an Ol frfﬂmfm Pmcam}? (oL AP) Toois.
(/pn/;w'? with oLTP Teol )
Elastic cacdhe 1 a 5000( frf'fpr ﬁfwius cesmion Aute.
Redsheft s ca wth PostoresRL with JOBC and 0BC drves,
Tuo‘{ypwofaﬁm&chwgémf a‘bfak mest B Toubsmctaf the box.
° Mumncached : Simflurr moded » con run lwye hedes with m«bﬁ?'a{:. Y.
cores | threads, can be Sceled 10 ond out, an cache agzd? suchou DB; Rd;//wf! wie clumrar data Sl,‘araje Which 1o gl f‘" J&,e?_

* Redis - complex model *h&ﬂcfyptm master [ Worker rephcalun, — and andiffion
cross AZ (BA) | auomatce fmémr and backup/ restome. ,

HA for Redsheft:
_ Memenchad | Redis 0 Mduftwmdy i, suppnt multi- AR deplagments
Net: persiitent Data g persd stent ° The bost HA epten isto Wi mudti-nodes cdustor m‘an qpots
bdye. nade with mlt]-thized | Nt puulti-Throaded . dta mf)bm‘&w& ard rode recouLsy

Scalts hy addisg /romovvy hodss. | Scades byolding shands, not nodes
Mwaﬁm&?ﬁmr Macki- gugmé&
Denk suppont replications | replicas s anvthur A2 o1 %stmb%h




[H2] MIGRATION
Byﬁo?f d)ﬂ&r&nw between them :

(B AwS Snowball o DMS u3. SCT + R 5CT 10 rmagarly om mprepuises sk as a Tl for /
tranform schema; DS dees the actied Mf;’rfd@” between o’nf@ﬂmumi
Pmb«fusuuwtatrmfnf sduction for Trensterring data it  wd AWS cloud,
s Diect LAk / Ve .

o ot of AWS. Note that Snouball s plupsioal Torsportution. -+ DS vs. DateSync:  DtoSyne a1 ‘ol ”f |
Byt OMS wprks with Spowball wjich enablus o ™ f{f“@% r/?fa‘ﬂt_

Snasboll. can wwport “wits S3 o7 eaport foom S3. Also nep thet
Snojball doeoit vod uith Glacier d)rea‘s(. Y

Tach Snewball upper bamt - $1B.

° AWS Snowball Edge: Same vith Snowball, bt with onbercd Lanibde
and Clwv'tu:wﬁ. -

° AWS  Snowmeblle . A I‘h:”i'? comtaoner 2 fLll of 5’6’0?&#&(7010 -
o0 PB) and & Pruck o trwufm"f 2, -

A AWS DMS v-s. SCT. V. DataSync. -

I. AS DMS . AWS Dita Mfiﬂmﬁm Service helps you migrate databases
o AW %ch[# and S.euu&l#. -

2. Schewa Conersion Tnl can copy ditubase schemas for ngw .
me (same detabase) and also for W?{N«M iwg«mﬁww .
(al)ﬁuwt‘ ddabase) .

3. AW DitaSync makes it gmple and fasto mme lge amowst of
ditn oline bohoeen on-premises stoge ond Avzan <3 or EFS-

3 works with Al Direct Comnects. Dai'&igﬂc also Wffm*h' des
(powered b% AWS Prvatz Link ).
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NETWIRKING AND CONTENT DELLVERY

(821 Awem UPC

Amazn Pe ks You vaim o Logéca“? wholatedl  sectwn off-&u/}m
clond where you can launch AWS ressurces 10 & yirtuol network Yo

define.

VPCs are regian wide q‘nd«ab%a selectum of IP nnges . credtuom .rf
subnets , and  conframration of rocte tables and gatebays

The defout VPC hay oll-public subnets .
PHHM/ supnet ssthe subngt Hat has
/’twbgas;:gzﬂﬂ( public Il Addres.
o The subngt royde table has an aftached Jntrnet &a:taw@g,

A Ct?’”)bmaf wC
o A Virtwal PRpde Cloud |

o Subnt AW"'#Q Wes 1P address range vhore wa reseed

° Inkernet C‘milwczgr A MW il bl Mamajzd Nd’mk A Cffrm

Translation CNAT) Seryice ﬁ Your Tefowrgs o fnuatz ‘5\‘
awsss the Ipternot

° Fardware VPN connectin + A hordwere based PN comnec ton bettieep |
Your Amazon VP opd yar Jdta cuter , home netwerc, 07 @~ lacatum 75@’[1'75
o Virual Hivate 6&:&4}6‘? The Amazonm VPC sde ﬂf o UPN coanecton

®  (Customer &wfﬁWay Your gide a U ammcﬁm

53\

Customer Netimk VPC|
Ietgrmet

k|

P W |
(WCE:- t

Vpc2

Routi

N

o The YPC Router "w"meﬁ raud'iﬁg betwah subngts /AZs pithia o

ﬂz%wn

° The WC Rater comnelts The VPCto the Titeanet @aMa’u,

° Route table:

1. used B foviard trefic withen o UPC

2. oso has entnes t external destinetions, 4 Intenat / UPNWMY

L Supnet __L“Q_—-___I;N route table \

|




Shpngbs and  Subpet 5424*3
© Types of swbngh -

3. UN-only Subnet: If o subnet dootst hawe o routs b the Tkt
Cratewsy, bit s B trafic raifed b o Vitiel Prvete Crtouay for
a VN ganection, then i3 UPN’M subnet .

- Pwﬂu{ 1P Addresses
° The UPC 45 created with & master address range [ CIPR. block,
oA !Ji.aaguﬂwfz botweeh 1628 bhits) ) and subnet 44 created M/Sn?
- Lmb—fauyo_ 7 e |
o Ohe gredted , You cannet cﬁruge the CIDR hlock ou VPC.
o (IDR: d'asﬂc Inker- Domain Roukirg , a method for aUaofa‘&}xj and
ﬂf%«ﬁﬂj 12, T}lt.‘ﬁofadMS 2 o CIDR

# of oddrou= o th= pefe bength
ih which, Wyl =% . 1puh =Dy

: Th"_ﬁ“* ¢ ond last | IPaddresses - in 4 subnet ore reserved AJMS.

L&)
St S Az

o fach g ;
subnet WJ&@Q@, wngf%mn across AZs.

e ——

I, Public Subnet : trefic. of the. subnel 18 routed o o J‘W@aﬁv’?.
2. ity Subuct ¢ nffc of the sobnct doesid Hove 0. route Yo Yyt gty 2. Virtual Bt Graten

Crtosiays : LA YPC ek comtepts, for comechion &/ from entsde VPO
[. luternet Gmbwwg (16w) = AWS UPC sde of The connectum 1o the

?“I’M’ Iterret PN copnection
7 CUPG) - ém@wrﬂ it on the AWS gde.

3. Customer thauug (CGWw) : UPN comnection en the customer side.

To opble. acess o o from Inteenet for nstances an a VPC subnot yould :
. Attach an Iitemet Guéteiony B yow— VFC.
2. Ensure Your subnet's route “table points o the Intemnet Gdfuda:?.
2, Ensure that instpaces an Your subngt howe. a 5[0/?46 nigus 1Pedden
(?.,'PULM 1P ¢ address, Elmlic P Addrey, or 1b addres).
Af&;mgﬁwtyowr Netwerk Access Control Lit=(RACL) ond tngtancds’
Security Group rudes allow WWW%M&WW

'iAﬂ'MCz,I!

°o NACL + 3
Anbound end  evctbeund Ureffic & yowr tnstancer.

o NAcL for wn‘ﬁgm-irﬂ "Lbdw‘ua 2 1Pz,
G adling Mo rdss”

W’@Gntupmnbﬂw&d'h'pmdl stct contml over

o Bhute srbnet imtanes con establich pitbound comnectionsto Intemet via
NAT Gm:tum# / Ingtonces .
s NAT 1 Cb"ﬂf’)g«/wp( cbf!(‘tlﬁ +o 'r}nbfancul pet™ subnel lede] .

*  NAT can be (:‘wfmug / Insforce (et lder potes), they sifs n a]m’:lﬂ'c
Subnet,
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AT Jystcg NAT Grooways .
mwgd l’fff oo managed é«y AWS
st be in o prble bt the samt, dn public subhet

HA cam he adv'wuedby wing AG, podh-

Ngt HA, can lud B botfloneck s HA | mubti -AZ mbmcfmp?
A2
Con bz wied 2S o batiow host

Connet be wsed as a bastion hevt-.

gecﬁ.ﬂ‘f}‘;/ &YWID;.

> Securty Groop acts ke @ Prowall ot the ‘wutaace (oued. Sffx’-dﬁmug;
e ngunk i ool

* (Cap cm!.j ”'”;3”‘ Twrm‘ﬁc rules, Wmt-d«&gm %M&, TR

* Secur'ty Grows 4 st . 2. The respenseb a iited re %
i T b A i ek o

° It uston Seonsty Grow allads all ' in vhi

NACL (Mmﬂ?;}x} i of 4“%*@ s ““n‘:‘%“‘“‘l%

° NACL fundlwon ot subnet (el 4nstond of anstane [puel.

° The VPC Rodter hasts the NACL functun.

" Tou on e pernit and deny by ot NACL . Bet NACL 3 prefored f yr i

o NAU 15 ﬁ“at[b%, 0 responses pro Wjad‘—a the rules ?Gyﬁu-ddm
o tefic

< A VPC aaes by with o defuutt NACL shich alloup all inbowsd /ritbond

: A curtom N AL  defaukt denies A i bound [ oitbound trafhc
Cmf’m"ﬂ bbdda.j e with SG, S6 cannob be wsed o block a pf@-ﬁc
furg= anP addross, 0 NACL 44 ,m{ym{ fr Hﬂdﬁ'y W{,‘S_

-

/PN Comzctivif:f - Seyeral, Walg s lffcm\w(’lnﬁ 1 a VPC. i
[. AWS Mamjec( VPN).
o 1PSec UPN conmection . ‘ﬁfll#mamjd by AW Wlﬁn; o Virtwal Prvate
Giatoway on AwS side and a customer WWW en customes s,
o Ntz thet UPN connot be used o access Blastic 1Ps on yowr UPC.
The Elastic 1P pust be accessed from the Jetemet .

2. MWs Direct Comect
* Delicated -priyae lhe connection fom om-presiss /office stz 15 AWS
back bone Jn‘moﬂy.
* To etublish Direct Comnect, create Virtual Ipterfaces (UF19) o ohnect
o VPG Cprvite. VLFs) o oher AWS serices Lka 55 /Gilacier (padtic )
o AWS Direct Comned doesnt do traffic «Mt{ljFﬁUh n tungt .

3. AW Direct Connect ubplis VPN
° 1PJec WN comnedion over -private lines which 48 mare spave .

L. ANS VPN Clond Hub
o Hub- and-spoke- manner for mudti-branch effies at difecont- locations
> Branches con tilk o each otfer, hence providing yedundoncies,

5. Software UPN
o This 4 recomended \"f%ﬂ( Wt A Manage both end of- VPN conmechion,

"briyj youe own Virtwal  Priote. Grﬂte«ug 3




6. Traasi® VPC.
© A commm shategy for coinecting mulkiple , geographically d,ic‘bm
VPCs aad remete nctwrks 1n order T cleatr a 3,[960.{ nitworl<.
Trandt cotter,
° lued frr data (eter / ndtwok St Ceiter
© To distiagnich with Clad Hib - Clound Hud can also comecting
swsral romste ks bt < for M(alﬁ"ﬁ branch i networks.

1. VPC Peering
> AW povded  netiprie oamw,cﬁa.i@ between 2 UPCs
o The VPCs can @t dn d-lﬁ'bf‘(,d‘ R?dm /QM

-2 _o__.-ttli ,hﬁ«‘f#w a gmub&\l./ Jr_ VN ‘I—GLSO—ADM-hMLIPDLW bmch,.d-% f;gfﬂ(,\zg:k, 0 HDW l,og,g Md&fb&; g JASed C&Ol&‘;{ WJOILL&&'L Loadlivy] 28uais

8. AV Prustelink.

> ANS-proided etk comnectivty betwern UPCs andd /oy AWS sorics
wiing mterface erdpuits.

1 VC Endgoints  CUPeg)

" We privde Lk and < an ENI (Elopic Notunk Laterfoce) with @
Prvats 1p addigy thet Serves aj an lwl-y fm\nf fof‘ f/”ﬁq\“ 1o
@ Supported seriesupliatin

- “ﬁfﬂ’ latbffucc &J?H?Wf anel C'raﬁway Emi‘Prh'ﬂf

» Nete ot : Oy DyramadB ond 5 puses rateway Bl privts, ol others
are wﬁng L@r'fuw Eud?n‘wh.

10. Shared Serves VPCs
o Enbly subret B be shared with sther AWS accounds pithen the
Same. AWS Drga:ﬁza'b{'ﬂn.
o With UPC sharg , your 1T team can owm ard Wanage Your VPCs.
ond Your heatuans . Deweloper no W meedst Credte /whfijm
WPCs but they can use it e, when ‘Hlb\ff needed .

Vpe Flow Legs.
- Cafﬁma Ixfy aboit leq‘ﬁc%o)na'tb and from ndunfk;sd:eqfuw
m a UPc.
° Cam]om with Cloud Tra(:
[ CloudTail wses for M«im? on actioni1r AN S resucy.
2. VPC Flow Logs hate. sihility jits TP trafic’s mf"m/ response xfo,
4. fpa,ckfi header . Cloud Tl deesnt .
o Canbe creaed ot the 'fvaﬂwha levels -
o PC
° Subnet
o Network lrﬂtor'ﬁm .
o After o flow log has been oreated , pou can it change itz wgfwm,

hawz 4 delete and crecte a maw one.



(o) AWwS  Clowd Froct AS WAF s o viob appliation-frewall thit leh yos manitor HTTP o
HTTbs mwrh that are frwarded Clovd Frovit and et hot conttro]
AWS Cloud Front distrdnite %qu. cottent with (o la:bzaad and hgj,w{p{u atcess > Yo oot

tranger ;,f,a,,{ (CDN) ° You con use wAFI’J Webh ALL To blodk aces o contest /»9 ;
: - 0“‘34'/- 1P addreses /rwﬂe.

Aus CladFroct 4 o qaed it for the distniicbun of frogueatly occenel  Valius an quury string.

ctatic contont thet bemfits from ﬁd\f/z dﬂb%fg

’ W’@ upload 9£J‘zds\ Amazon Raoite £3

? E?/fw B disthbate content
Amezon Roate 3 45 a HA and scabsble Dompin Names Systom (DN $) sorsice,
. - CFW‘FPﬂ‘JfL wildcard CNAME. el Wi S = Lok Lada' sk
Cf:wﬂ‘mtr Wild card SSL rtifictes, which meane HTTP a4 W Amazon  Rode §3 —fww;
° Dowatn Name resolatin

Driguns : con eithur be S3 juckat, an Ec) wstence, an ELB, or Raite £, * Domain Name rz?iﬁﬂj
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